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Here’s Why 
Towns are 
Feeling Good 
About the 
Cloud
Submitted by Integrated 
Systems

The number of municipalities that 
are making the move to the cloud is 
growing exponentially. This shift in 
popularity is due to the economic 
feasibility and IT benefits that the 
cloud can offer compared with 
maintaining your own in-office server. 
Simply put, the cloud is a secure 
platform for your organization’s 
data, applications, email and more. 

The security that a cloud-based 
datacenter can offer, most times, is 
much greater than an in-house server. 
Datacenters usually are being closely 
monitored 24/7/365 and always have 
staff ready to react to any alerts or 
unusual activity. Other critical benefits 
include accessibility, redundancy, 
scalability, security, and back-up 
options. Additionally, a team of 
trained technicians is at your disposal 
to help solve and walk you through 
any technical issues that may arise. 
Government agencies no longer have 
to balance security, availability and 
accessibility on their own – they can 
now outsource these tasks and rely on 
the cloud.

Security is one of the initial reasons 
municipalities begin looking into the 
cloud. Servers that sit in a dusty back 
closet (sound familiar?) often do not 
get the proper attention and upgrades 
that they deserve. Many times, those 
who are tasked with maintaining the 
server have a full-time job of their 
own, and because of that, server 
maintenance and upgrades historically 

have taken a back seat. When moving 
to the cloud, it automatically takes 
these tasks off the plates of those 
assigned to it; allowing them to focus 
on what they need to do. When a 
server does not receive the upgrades 
that it needs, it leads to holes in the 
security or defense of your network, 
making you more vulnerable. With 
cybercriminals and hackers getting 
savvier each day, it is of the utmost 
importance to stay on top of all the 
latest upgrades available. Commercial 
data centers are constantly kept 
up to date with the latest software 
releases, are proactively monitored, 
and institute best security practices in 
their daily routine – so you never have 
to worry. 

Sadly, municipalities are common 
victims for cybercriminals and hackers 
by targeting them with phishing 
emails to lure municipal employees 
into clicking fake links or downloading 
malicious attachments. Once the link is 
clicked or the attachment downloaded, 
it can install dangerous software onto 
your computer that will cause it to 
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lock up or hold the user’s data for 
ransom. These techniques are called 
malware and ransomware. The best 
way to guard against these attacks first 
and foremost is education. Ensuring 
you and your employees know what 
the warning signs are in these emails 
and what to do if they believe they 
have received one is critical. Second 
is to have back-ups of your data 
ready and always up to date. When 
you have back-ups taken in a hosted 
environment, you can rest assured 
that they are always taken on time, 
are up-to-date, and that each back-up 
is tested to make sure it was taken 
accurately. 

Back-ups ensure that data can always 
be restored when lost or deleted. 
Loss of data can happen for several 
different reasons: accidental deletion, 
intentional deletion, clicking on 
ransomware or malware through a 
phishing email, flood or fire, etc. When 
municipalities do not have back-ups, 
it can cost a lot of time and money 
trying to recover their data, if at all. A 
back-up is essentially a copy of your 
data being taken at a certain time 
and being saved. Data centers often 
give their customers different options 
as to how often they want a back-up 
taken. For example, they could have it 
taken every night, once a week, once 
a month, and so on. Off-site back-ups 
are also available; this is where the 
data is stored in an additional second 
datacenter in a separate location. 
When choosing the best back-up plan 
for your municipality, it is important 
to know that the shorter the time 
period in between your back-ups, 
the less information that needs to be 
re-created or entered, when a failure 
occurs.

One of the safest and best options are 
data replicas. Replicas are similar to 
back-ups, but are bit-by-bit snapshots 
taken of your data instantaneously 
and frequently. When data needs to 
be recovered and you have replicas 
taken of it, an application or entire 
server can be restored in moments. 
Both back-ups and replicas are so 
important because it ensures that your 
municipality has more than one copy 
of its data. 

Equipment and operating system 

redundancy is another important 
feature that the cloud can offer. 
Datacenter architecture ensures 
that no one piece of equipment 
creates a single point of failure. If 
that one component fails, then the 
system can automatically failover 
to the good operating components, 
allowing your municipality to continue 
working uninterrupted, knowing your 
information is available and safe.

Accessibility, mobility, and 
customizability are three 
characteristics that in today’s world 
have been important, but recently, 
with the spread of COVID-19, they 
have become increasingly essential. 
Back in March of 2020, municipalities 
quickly looked for ways to move their 
employees home, while still being 
able to work efficiently and effectively. 
For this to happen, employees needed 
encrypted remote connections 
established to safely access their 
data from home. When in a cloud 
environment, it is relatively quick 
and easy to add remote connections 
to your network. Credentials and 
encrypted communications are 
established for a user, and anytime or 
anywhere they want to access their 
data, the user may only have to click 
on an icon on their desktop to begin 
their work. This provides accessibility 
and mobility because now they can 
effortlessly and safely access all their 
data, files, emails, and information 
from wherever they are working. Data 

and applications can now be accessed 
and attended to even if your office is 
closed. Scalability and customizability 
are offered because the municipality 
can request any number of remote 
connections, additional resources, or 
features to be added or removed at 
any time. In turn, allowing them to 
only pay for only what they need. 

Another security feature that comes 
with the cloud is network monitoring 
from a Security Operations Center, 
otherwise known as SOC monitoring. 
This constant monitoring is provided 
through systems that scan data center 
network traffic. Through machine 
learning technology, the service 
becomes familiar with what your 
good network traffic looks like and 
updates the systems to block the 
malicious traffic. When an anomaly 
shows up, such as someone trying to 
enter your network who is in another 
country or region your municipal 
employees are not typically logging in 
from, an alarm alerts the data centers 
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system administrator. This proactively 
addresses the issue by letting you 
block this person from ever attempting 
to enter your network before it 
happens.

Lastly, another security feature that 
the cloud datacenter offers, is the 
highly maintained and controlled 
environment in which the physical 
datacenter is located. Typically, 
a commercial datacenter is built 

in an atmospherically controlled 
environment to keep the equipment 
at an optimal temperature and 
humidity. The room is constantly 
kept clean and has a fire suppression 
system installed. If there ever were a 
fire, the suppression system would 
automatically engage, and deprive 
the room of oxygen to immediately 
suppress it. In addition, they do not 
leave any chemical residue on the 
equipment, keeping your data safe.

When municipalities begin to evaluate 
their budgets for the year, often 
they find that making the move to 
the cloud can be more effective 
rather than maintaining their own 
server. With the cloud, they receive 
more benefits, such as a monitored 
network, accessibility, fully redundant 
servers, scalable storage and network 
systems, and state-of-the-art security. 
Municipalities are feeling good about 
the cloud. r

Some Old 
Truths are 
No Longer 
Valid 
with New 
Technology, 
In a New Era
By Tom Marto, CDIA+, President 
of Image Data Inc., www.
imgdata.com

With scanning technology changing 
every 12 to 18 months, and the way 
the world has changed in less time 
than that, it is hard to keep up with 
the advancements and ferret out if 
the new release is “cosmetic” or an 
“improvement.”   

As records management and digitization 
have been bumped up, the priority list 
for municipalities everywhere, planning 
how to retrieve and access your data 
takes some careful thought.  One reason 
for this is ensuring you have the right 
indexing and search criteria. Otherwise, 
what good is a scanned document if you 
can’t retrieve it?   

One way to clearly see these 
technological advancements is to look 
back on where the imaging industry 

was and where it is today. If you look 
back over the last few years, you can 
clearly see several distinct technological 
improvements. One such improvement 
being the ability to break a document 
down to the “character” level, enabling 
the user to have the ability to search all 
documents using “key-word” look-ups. 
In the image capture industry, this is 
referred to as full-text-search or optical 
character recognition (OCR). This is 
important because if you have typed 
documents in particular, OCR searching 
is one way to keep your costs down. 
It can lessen the cost requirement for 
additional index fields.  

Several years ago, the technology used 
by most companies required scanning 
paper records at 300DPI (the number 
of micro-dots need to create characters 
within a one inch line of text).  The result 
yielded the user a less than 70 percent 
positive word search success rate.  With 
new technology, the accuracy rate at 300 
DPI is now 94 to 96 percent – very good 

news, especially when you’re asked to 
pull a document for a FOIL request that 
is not giving you the appropriate search 
criteria.    

What is surprising is that imaging at a 
setting higher than 300DPI may not be 
necessary.  With typed copy and utilizing 
the latest software, image capture at a 
lower DPI should yield:

•	 92 to 94 percent text-search 
accuracy

•	 Image size 2+ smaller than a 
higher chosen DPI (dramatically 
reducing data storage costs)

•	 Reduction of any unwanted 
copy smudge or background 
markings that may come 
through due to a poor original 

Most cutting-edge companies are now 
imaging at 200 to 300DPI, but it is always 
a good idea to ask for sample images of 
your documents before you decide what 
DPI is appropriate. r


