integrated

ENGAGE YOUR EMPLOYEES TO
HELP PROTECT YOUR NETWORK

With Integrated Systems
Phishing Assessment Program

A three-month minimum phishing assessment consisting of
at least one "cast", or email, per week. This will allow the
system to send out emails periodically, so users will receive
them on different days and at various times. The benefit of
this is that users will experience multiple phishing
encounters per month with varying difficulties and topics.
Other than the main contact that we coordinate this with, no
one will be aware of these emails being sent out. This will
let us gather actual results, allowing us to set goals moving
forward to reduce the number of clicks. If requested, results
of the emails can be forwarded to our contact as soon as
each week is over, or a report will be compiled at the end of
the month and sent out. Nearing the end of the simulation,
computer-based training (CBT) and an accompanying test
to verify the users understanding is recommended. Our
CBT is a highly detailed education program that instills best
practices for managing email along with real world
examples in order to educate the user.

A detailed results report is offered. We are capable of
narrowing it down to the exact user who has clicked the link
within the email, replied to the email, entered in credentials
to a fake form, and more. Following the completion of the
final cast, training that we offer is highly recommended. Not
only does this inform those who fell victim to the phishing

emails, but it provides important and critical information for
all. The best defense against cyber-criminals is education.
Simulations such as this can break bad habits and create
best practices in order to engage your employees in cyber
security.

www.integratednet.com

New sign-in from Chrome OS

Hi John
Your Google Account football1200000@yahoo.com was just used to sign in on Chrome OS.

lohn Smith
football1200000@yahoo.com

Chrome OS
Tuesday, 19 June 2018 12:54 (Eastem Standard Time) Rochester,

g )

Don't recognise this activity? if you don't recognise this device click the following pleace
click here

Review your recently used devices here

Why are we sending this? We take security very seriously and we want to keep you in the loop on
important actions in your account.

We were unable to determine whether you have used this browser or device with your account
before. This can happen when you sign in for the first fime on a new computer, phone or browser,
when you use your browser's incognito or private browsing mode or clear your cookies or when
somebody else is accessing your account.

Best,

The Geogle Accounts team

click here
Google Accounts Help Centre

EXAMPLE OF PHISHING EMAIL
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PHISHING INVESTMENT COSTS

With Integrated Systems
Phishing Assessment Program

Phishing Investments
e One time set up fee of $12.95 per user
e $4.95 per user per month (3 months

minimum)

Package includes 1 cast per week
Extra casts can be included at $0.99
per user
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training
e Arrisk report can be ran if a user clicks a phishing email to see if important information may be
leaked OR it may be redirected to a page with cues on how to spot a phishing email in the future
e Detailed reporting
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